GATEKEEPER

G4-504HD2a

User Operating Manual

Document Ref. No. : DN3154
Version No. : 1.0
Document Date : March 2019



TABLE OF CONTENTS

(IO 35T Y 2 /N 5
O | 1 70 10 Lt I [ 7
1.1 WELCOME TOYOURNEW GZA-504HDZ2A ... coniiiiiei ettt e st s e et e e e s s s s abaees 7.
1.2 IMPORTANTSAFETY ANDHANDLING INFORMATION ... itttiittiiiiietieitessaseestesstasesssessssssssesnesrneesnessnnns 7...
2 YOUR G4504HD2A AT A GLANCE ... oo e e e e e e e e aans 9
2.1 TECHNICALSPECIFEICATIONS. .1 tttnettt ittt ettt eetasesaee st esaa e et s sassaaseaa s sbaseaa e s s asbsssanssbasesnssssnsessnssnes 9
2.2 G4-504HD2A FRONTVIEW. SECURITYDOORREMOVED......cuutiiiitiieietieeeeeie e e et e e st e e eeassesenaeesenens 10.
2.3 G4-504HD2A REARVIEW. PORTSE& CONNECTORS. .. cttuiitteitniiitiitiessneesteranesstasestsssnssssnessneessneees 11..
2.4 WWHATES INCLUDED. ...ccuuuiitteeitte s ee et e e et e e set e e s e e e e s e s e e eeta s eaesaaa e s saaasssebasessesassssasnnsersnnseerarnsnes 13.
3 GETTING ST ARTED. ... ittt ettt e et e s et e et et s b s e e et s sm s an s ran s e e et eenees 15
3.1 LEARNINGHOW TON AVIGATE. et uiitttiitiieiteettetaeest e seaesttaeesaesanes st ssasttasera st ssssssresstnreransesnsees 15
311 Using the FINGEr MOUSE.........ccoo it 16..
3.1.2 Using the Interactive Control Display (ICD2).........cccoiuiieiiiiieineiiie et 18.
3.2 GUIDE TOCOMMON NAVIGATIONACTIONS . . et uiitteitiitteettiesassstesteseteettierasssnersesstaeestesraeesieees 20
3.3  THEGA4-504HD2A STARTUPSCREEN LAY OUT....uituiiitiieeteieteittesanetsneitnessteessserssesnsersnesstneesesrsnn 22
I Y 1 VY TNTe] WAV AV ] = 23.
3.5  QUICKVIEW OF SYSTEMSTATUSINFORMATION. t.ttuuuutteettettutissesssesanssnseessesesstsnsesssssssssnnneesssesssnns 25
3.6 LOGGING INTO THESY STEM . euuiituieuniittettnetstsesnetsatessersnsttsesaessseranttsseetaserasesssersnesstnreeieersnnees 28
3.7 UNDERSTANDING THIMAIN IMENU. ...ttt ittt s e st ssa s e st e st e s et s saa s sbasesnsessneastasees 30..
4 BASIC SYSTEM QUICK BA R T ...t ittt ettt ettt e e e e e e et e e e e e et e e e et e e e et e e e et e eeamannes 32
4.1 STEPL: POWERINGUP THEGA4-504HD2A ...ttt e an e 32
4.2 STEP2: CONNECTING YOURNAVIGATIONDEVICE ......iitiiiiiiiiiiee e ietiee e e et ea s eb et s e et e eaas 32
4.3 STEP3: LOGGINGIN AND ACCESSINGSYSTEMCONFIGURATION. .. .ivtiiitniiiieeeieeraeesnseeensseteesnseessesnnes 33
4.4 STEP4: SETTING THHDATE AND T TIME . ...uiituiitiiii ettt e iieest e e e et e e st e s seseaasesba e st e st e ssb s eeansarbneesnerans 36.
45 STEPS: SETTING THEVEHICLEDENTITYINFORMATION. ..ceutiittietteieneeetseeasetnseeanssensesnssansesnerenesssneees 37..
4.6 STEPG: SETTINGBASICPREFERENCES. ... .ccuuiittiittitittettietteettersnessttestesstatestessnessteerstsesnrersnessrneen 38.
4.7 STEP7: SETTINGUP AUTHORISEDUSERS. ... cetuiiteittteitetsieetneetaeestesanessssesasstnsesaessnesrsnseraesesnseres 39
4.8 STEP8: SETTINGUP RECORDING. .. ..ctuuiittitiiiitetetiesiesstieetessiesaasssanessteranesstasestsstnteraessraessnnesnns 39...
4.9 STEPD: SETTINGUP IP CAMERAS .. .ctuitti it eeie ettt e et e et e e e s s et s e st e e st e ean e s et s eaasarbneeateraneestas 42...
O O IO B == 1O N Y 42..
5 VIEWING REC ORD E DD AT A .. ettt e e et e e e s e st e e et e st e s b e e ranneeetaas 43
51 USING THEPLAYBACKIEATURE .. .ivtiiteiiei e et etaeessaeseaeeetsesnsesansssnsesnssssnsesnsssensssnnsesnsssrnrernnessneses i3,
5.2 (BTN 4 (O =7 Y 2o = TR (o
53 LSy N e TS = = o = T 55.
6 CONFIGURING THE GA504HD2A ..ottt e e e e e et e e e e e e ees 59
6.1  QUICKREFERENCE TOONFIGURATIONMENU SYSTEM....citvttuiiiieeeieetiuunssesseessnnnnnseesseesnssnseeesssessmnnns 59..
6.2 NAVIGATING THECONFIGURATIONWMENUS. ....uiituiettiieneettresassssnseeanssessesnseransesnsssnssstsesneessneernnreens 60
6.3 2T [0 = AT T 63..
6.3.1 REGISE INFO.... e r e e s e e e e e e e s s e e e e e e e e e nnnnnrnnreeeees ] 64..
R A N (1= IS 1= (U o TP UPUP RO 66.
6.3.3 Y= LA (U] T PO PP P PO 70..
6.3.4 L0 ESY =T Y= LU o 12..
6.3.5 L= LYo T4 T 75...

Table of Contents 2 0of 151



6.3.6  APPHCALION . ....eiiiiiiie et e e b e et e e e s eann e e e e s arrrae e 78.

6.4 SURVEILLANCESETTINGS...cctttuueeeeettettuuieseeeressstieeeteeststeeesessstannareeeseettnseeeseestnnnaaeeseeernnns 79
6.4.1 LIVE MBW ... ettt et e e e ettt e e e e e e e e ee e et e e e e e e e st e eeeeeeeeabbaaaaeeearbaa i aaaens 79..
6.4.2 [ L=To 0] o H P PRRORRRR 85.
6.4.3 L O T o 95..

N T O o NN =log 1 (0] S = 1 1 [T PRSP 98
6.5.1 (1T a1 - 98...
R T S 1 F= T o IS T = 11 0o TP PP PP PO PSPPPN 104

5.6 ALARM SETTINGS . ciitittuueieeeteettutiaseseeeearttanaeeeeeeastaaaaeeseastann e aeeeresttnnraeeserstannsreseeeernrnnnienerees 108
6.6.1 T T 108
6.6.2 VAo [T TP 115
6.6.3 F 2o V7= (oY SRR 120

6.7 MAINTENANCESETTINGS. 1. eeettnieeitieeeetiee ettt ees et e e e et e eseatsaeestn e sestaaaeestasaesannsasesnnaaeestnaeernnnnaees 122
6.7.1 L0} 2o SRR 122
6.7.2 [T =T = = PSR 123
6.7.3 (6T To =T [ O PP PUP PP PTPRP 124
6.7.4 S (0] = T [P PTPPPTP 125
6.7.5 ST = O PN 125

T SPECIAL TOPICS. .. it ettt e e e e e e et e e s et e e e et e e s aatm e e e sta e eeetaaeeerannns 127

7.1 SETTINGUP IP CAMERAS . ...cett ettt e ettt e e et e e ettt e e e et e e e et e e e e st e s eaaaeeestanaeeestneeesnneerren 127
7.1.1 Manually Adding an [P CamMEra...........uuuuuereeeiereneeeneriieiniiinrninnrrena——————————— 127

7.2 BINDING IP CAMERAS TQANY CHANNEL ....eetuueiiii e ettt e eeeat e eeea e e estseeesaneesennneesstanaesesnnseennnnseeesen 129

7.3  CONFIGURINGSUBSTREAMRECORDINGQUALITY....uutututtununnnnnnnnninunusnnnsnnnnnnnnsnnnsnsssnssasssssssssssseens 130

7.4 USING ANEW SD CARD. .. ..ottt e e et e e et e e e et e e e et e e e et e e e et e e e st e e eeta e eeeann e eatnneeenannnas 132

7.5 UPGRADINGDEVICEARMWARE .....uuiitiiiiieiiieeetiestteeesaeeeteesaeesaesatseannestnseetstenessnrernnsesnsersneesnneeen 133

8 MAINTENANCE AND TROUBLESHOOTING......cotiiiiiiiieeeieeeee ettt m e eaae e 134
9 HARDWARE INSTALLATION ...ttt e e e e e e e e e et e e m e e et e e e e e e e eeteeeesanaeameees 135

9.1 QUICKREFERENCGUIDE FORNSTALLATION . ttttttutteetetttttnnsesssesesttnnesesesssstnnsesassessssnneseessessmnnnns 135

9.2 INSTRUCTIONS FORTOUNTING THESYSTEM. .. iituueiitteeeettnieeeaneeeetteeeesnnesssnneasetneasesnneesssnnaeeennnns 137

9.3 INSTRUCTIONS FOBETTINGUP THESYSTENM. ... ccvuueiitieeeeeieieeetteeeetiaeeeeateeseaaeesetaeeeeraneesstneeerannns 138

9.4 DETAILEDCABLINGDIAGRAMS.... ettt ittt e et ee et e e e e e et e e e eae e e e et e e e et e e easaneeeeanaesatnnaaeesnnaaees 139
9.4.1 [0 Y= @ o] g1 = Tox 10 1= 139

10 HARDW ARE . ... .ottt et e et e e e et e e e et e e e et e e e et eem e et e esesteeseranaeenes 140

10.1 USING THEC O MR A IDDECKINGSTATION .. .vveteeeeeeeereeeeeeeeeeeeeeesiesseseeereeseesiesseseeeeesieesereseneens 140
10.1.1  Cabling DIBQIaAIMS. ... ...ciiiiiiiieitiie et et te ettt et et e e s ersee e e e st be e e e sttt e e e seaneaeeeesnbaeeessabeeaesaans 141
10.1.2  SENSOr CONNECHIONS. ... cceiiiiiiiiiee e e e eeteee e e e ettt e e e e eeeeaat et eeeeeeesatta e aaaesestanseeeaeseeerrnnnns 145

10.2 CAMERAMOUNTING ANDCONNECTIONS. ... ctetuneeeetieeeeeteesesaeesetaeeeeaneeseaaeesetaeeeenneesernaeeenrnnnns 146

11 CUSTOMER LIMITED WARRANTY Lottt ettt ettt et e e e e e e eam e e et e e e e et e eeeaes 150
12 CONTACT INFORMATION ...ttt et e e e e e e e e e e e e e een 151

Table of Contents 30f 151



TABLE OF FIGURES

Figure 2-1 Front View Of the G4-504HD2@............cooiiiiiiiiiiiiee ettt senee e 10.
Figure 2-2 Close Up View of the G4-504HD2a Status Indicator LightS...........ccccceeviiiieiniene e, 11..
Figure 2-3 Rear View of the G4-504HD2a..........cccccvvveeeiiiiciiiieeeeee e Error! Bookmark not defined.
Figure 3-1 Side View Of the FINGEr MOUSE.........ccooiiiiiiiiiiiee et s 16.
Figure 3-2 Connecting the Finger Mouse and LCD MONItOF .........uuviiieeiiiiiiiiinieeee e s s eiirene e e e e e e e e sneeeees 17.
Figure 3-3 Front VieW Of the ICD2.........cooiiiiiiiiiiiee ettt e st e s eaneee s 18
Figure 3-4 ConNECtiNG the ICD2........cciiiiiiieeiee e s e ee e e e e e e s e st e e e e e e e e e sasrs e e e eaeeessnnnnneens 19
Figure 3-5 G4-504HD2a StArtUP SCIEENM......uuuiiiieeiiiiiiitieeeeee e e s e sitaree e e e e e s e ssssarraereeeeesssssnrrrereeeeeeessanssnreees 22..
Figure 3-6 Cycling through the Video Channels in Single VIEW............cooiiiiiiieeeniieee e 23
Figure 3-7 Cycling through the Video Channels in QUad VIEW.............uuuururiiiiiimiiiirieee s ssse e 24
Figure 3-8 EXample Of VIAE0 LOSS ... ...uuiiiiiiiiieiiiie ettt e s st e et e e e nnreas 25
Figure 3-9 System Information Function on QUICK MeNU.............oooo i, 25..
Figure 3-10 Accessing the Main IMENU...........uiiiiiiiiie et e e e 30...
Figure 3-11 Options iN the MaIN MENU ......coiiuiiiiiiiiiie et 30..
Figure 4-1 Live Camera View Shown 0N Device Startup.......ccccoeieieiiiiiiicie e 32..
Figure 4-2 Setup Menu System for Device CONfIQUIAtioN.............eveiiiiiii i 35.
Figure 51 Accessing the Playback FEatUre............uuuuiiiiiiiiiiiiiririssssrrsrs s e e A3,
Figure 5-2 Playback OnScreen CONIOIS..........ciiiiiiiiiiiiiiiee et sireee e e s snneeeessenneee s e AL
Figure 5-3 REC Search Date CONIOIS............uviiiiiiiiiieiieiiiiiiieiieieie e s a e 46..
Figure 5-4 REC Search Camera Channel CONLIOIS...........uuueiieiicireiirise s s e a e e e a7
Figure 5-5 REC Search Time CONLIOlS..........oiiiiiiiiiiiiiiee e 49..
Figure 5-6 REC Search Playback CONtrols.............oooooiiiiiiii et 51.
Figure 5-7 Log Search Date CONIIOIS........cuuiiiiiiiiii ittt sttt e e e e ennneeas 56..
Figure 5-8 Log Time and TYPE SEIECHON..........u e 51..
Figure 5-9 View and EXPOrt LOG Fle.......cooo it 58.
Figure 6-1 Layout of the Configuration MEeNU ...............oooiiiiiiiiiiiiieiiieeeeeeeeeeeeeeeeereeeie e 60
Figure 6-2 Basic Setup Tab in the Device Configuration OpPtiONS.............uuveieieimimimieeee s 63
Figure 6-3 Surveillance Tab in the Device Configuration OPtioNS..........ceiiiiiiiie i 79
Figure 6-4 4 1P Camera SELUDP SCIEEMN........cuviiiieiieeieiieeeeeeteueuarntererarnra ... a5..
Figure 6-5 4 [P Camera SEArC SCIEEINL......ccciiiiiii ittt ettt e et e e s st e e e e e sbaeeaeaa 96...
Figure 6-6 4 IP Camera Settings Configuration SCreen...............covvvvviviiiiieiiiiiiieeeeeeeeeeeeeeeee s 97...
Figure 6-7 Collection Tab in the Device Configuration OPLONS ..........cvevieiiiireiiiiee e 98
Figure 6-8 Alarm Tab in the Device Configuration OPLiONS............eieiiiiiiiiiiiiee e 108
Figure 6-9 Maintenance Tab in the Device Configuration OPtiONS .............vuveieiiimiiimee s 122
Figure 7-1 Unused Channels Displayed as Black ... 129
Figure 7-2 Enabling Camera ChanNeIS...........cooiiii it e e e e e e 130
Figure 7-3 Setting Up for Substream ReCOIING.........coooiiiiiiiiiiiiii it 130
Figure 7-4 Substream Recording SettiNgS...........eeiiiiiiiiiiiiiee e e e e e 131
Figure 7-5 Formatting a New Storage MediUm .........ocuuiiiiiiiiie ittt a e e 132
Figure 7-6 Upgrading DeViCe FiMWAIE..........oouuiiiiiiiiiie ettt e e eessnae e e e snneeeas 133
Figure 9-1 G4-504HD2aFUSE CONNECHIONS. ... ..uuiiiiiiieiiiiiiietiee e e e ettt e e e e e e et e e e e e e s e e snnenreeeeaaeann 139
Figure 10-1 Wiring the Sensors (CABOOD383).......cuuuiiiiiiiieeeitieeeeiiiieeeesstteeeesnneeeeessebeeeessbeeeessanreeeeea 145

Glossary 4 of 151



Term/Abbreviation

GLOSSARY

Description

DVR

Digital Video Recorder & a device which records audio and video input
from the cameras and stores it to a hard disk drive and/or an SD card
for retrieval and viewing.

G-Sensor

G-Sensor is a motion sensor that can measure the linear acceleration
of the vehicle.

GPS

Global Positioning Systemd it is a radio navigation system that allows
land, sea, andairborne users to determine their exact location, velocity,
and time 24 hours a day, in all weather conditions, anywhere in the
world.

H.264

Also known as MPEG4 Part 10, Advanced Video Coding (MPE&4
AVC), this is a video coding format that is currently one of the most
commonly used formats for the recording, compression, and
distribution of video content.

HDD

Hard Disk Drive 8 a high capacity data storage mechanism used for
storing and retrieving large amounts of digital data. It is one of the

primary storage mediums used by the digital video recorder for

storing the recorded audio and video, the other being SD cards.

ICD/ICD2

Interactive Control Display, purpose built touch screen monitor s for
operating Gatekeeper Systems DVRs.

10

Input/Output

IP Camera

An Internet protocol camera, or IP camera, is a type of digital video
camera commonly employed for surveillance, and which, unlike analog
closed circuit television cameras, can send and receive data via a
computer network and the In ternet.

IR Remote

A handheld, wireless controller used to operate the DVR using light
signals in the infrared (IR) range. Infrared light requires line of sight to
its destination.

LAN

Local Area Network @ it is a computer network that interconnects
computing devices within a limited area such as a school, work area,
or an office building.

LCD Monitor

Liquid Crystal Display Monitor 0 it is a display screen that uses
electronically modulated segments controlling a layer of liquid crystals
and arrayed in front of a light source (backlight) or reflector to produce
images and text.

MAC Address

Media Access Control addressd it is a unique identifier assigned to
network interfaces for communications on the physical network
segment.

Glossary

5o0f 151



OSsD

On ScreenDisplay 6 an image superimposed on a screen commonly
used to display information such as volume, channel, date/time, device
status, etc. It also forms the basis of the menu system display which is
used to configure the system settings of the digital video recorder.

SD

Secure Digital Cardd an ultra-small flash memory card designed to
provide high -capacity memory in a small form factor. It is a commonly
used high performance portable storage standard for video and audio
capture devices.

TCP

TCP is one of he main protocols in TCP/IP networks which enables
two hosts to establish a connection and exchange streams of data. TCP
guarantees delivery of data and also guarantees that packets will be
delivered in the same order in which they were sent.

UDP

UDP is asimple connectionless transmission model with a minimum
overhead of protocol mechanisms.

uUSsB

Universal Serial Bugd it is an industry standard that defines the cables,
connectors and communications protocols used in a bus for
connection, communication, and power supply between computers
and electronic devices.

UTC

Coordinated Universal Time is a time standard based on International
Atomic Time with leap seconds added at irregular intervals to
compensate for t he Ear t h dsmarg tineew
standard by which the world regulates clocks and time.

Glossary
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G4-504HD2a User Guide

1 Introduction

1.1 Welcome to Your New G4-504HD2a

Congratulations on the purchase of your new Gatekeeper SystemsG4-504HD2a This Mobile Digital
Video Recorder offers H.264 compression, the same compression technique as used in BhRay disk
players that produces crystal clear, best in class, video imagery.

The G4-504HD2arecords to a removable Hard Disk Drive. Utilizing a state of the art suspension system
and smart thermal management technology, the G4-504HD2ais built to withstand the shocks, vibration
and environmental stresses inherent in vehicle operation. In order to play back the recorded video the
G4-504HD2autilizes customvi de o vi ewi n gViewer Plusw,a easy,to use@gplication that
allows users to quickly find the video of interest and save a clip. With the press of a button, users can
print images and then send them to authorized staff.

1.2 Important Safety and H andling Information

Before using the product, please ensure that you observe the safety precautions described below. The
safety precautions noted on the following pages are intended to prevent injury to yourself and other
persons, or damage to the equipment. Always ensure that the product is used correctly and in
accordance with the listed instructions. Be sure to also check the manuals included with any other
product accessories that you may use.

SAFETY AND INFORMATION SYMBOLS USED IN THIS MANUAL

This symbol is intended to alert the user to the presence of uninsulated
o0dangerous voltaged6 that may be of
risk of electric shock to persons.

This symbol is intended to alert the user to the presence of important
operating and maintenance instructions in the literature accompanying this
product. Failure to heed these warnings or instructions may damage the
product or causeit to operate incorrectly.

This symbol indicates text of importance or special significancein the
accompanying product literature. These may be important operating
instructions or supplemental information.

This symbol dr aws t hesavngtpsdndhelpftlt e n
guidelines for wusing the productds

This symbol drawst he us er 8 s reeommended beg practices
which should be observed when installing and using the product .

Oe=>>
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G4-504HD2a User Guide

The battery must be disconnected from the vehicle before
working on the electrical system of the vehicle when installing,
servicing or removing Gatekeeper products.

RISK OF ELECTRIC SHOCK

Preparing to Install
A Customers shall be responsible for addressing any systems on the bus that require
attention as a result of disconnecting the bus battery. This includes, but is not limited
to, entering a radio theft code, programming radio stations etc.

Installing the product
A All Gatekeeper Systems employees or contractors who perform electrical work (e.g.
installing, servidng or removing a DVR installing a backup camera system etc.) on a
customer vehicle shall ensure that the battery in the vehicle is disconnected before
work commences.

Operating the product

A The G4-504HD2a has an operating temperature range of -40°F to +149°F (40°C to
+65°C). It is good practice to ensure that the product is mounted in a suitable location
which does not exceed acceptable temperature ranges during the course of normal
operations.

A Do not remove the cover of the product as this will void the warranty.

A When a system has shipped with a GPS antennaplease ensure that the GPS antenna is
mounted externally on the roof of the bus with a clear view of the sky, and with the
magnetic side facing down.

A The HDD is specially formatted for use in your DVR. Please d not format it yourself
using Microsoft Windows.

A The SD Card is specially formatted for use in your DVR. Please do not format it yourself
using Microsoft Windows.

Updating the product
A Firmware updates (available from www.gatekeeper-systems.com) are system and
product model specific. Thesefirmware updates must be applied to the G4-504HD2a
system only. Applying this firmware to any other Gatekeeper Systems DVR will void the
product warranty.

Repairing the product

A YourG4-504HD2ad o e s n 6t h a-semiceableyarta. Denot open or disassemble
it, or attempt to repair it or replace any components.

A Disassembling the G4-504HD2a may damage it or may cause injury to you. If your
product needs service, is damaged,or malfunctions, contact Gatekeeper Systems for
assistance If you attempt to open it, you risk damaging your product, and such damage
i sn6t covered by G4be4HDRar r anty on your

If at any time there is a question about how to proceed, pleasecontact Gatekeeper Systemsmmediately
at either 1-888-666-4833 or 1-604-864-6187 for assistance Review all available installation
documentation, including technical bulletins. Additional r esources, technical bulletins and product
tutorials can be found in the Support section of www.gatekeeper-systems.com

Your G4-504HD2aat a Glance 8 of 151
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2 Your G4-504HD2a

at a Glance

2.1 Technical Specifications

GATEKEEPER®
AHD

504HD2a

WY

Front: Security Door Closed

- AN AN
5 LITION: MAX C
? C | »

SENSOR / SERIAL
GATEKEEPER" AHD B4-504HD2a <0 Rt

Rear. Ports and Connectors

Video

Video Channels

4 Analog High Definition / Standard Definition channels and
2 IP channels,

With addition of 4 port switch:
4 Analog High Definition / Standard Definition channels and
4 |IP channels

Output 1 channel

Video Compression H.264

Video Quality User configurable ¢ to 8 different quality levels
Video System NTSC / PAL 75 ohm

Resolution IP: Camera Dependent

- 1080p (1920x1080)
- 720p (1280x720)

AHD:
- 1080p (1920x1080)
- 720p (1280x720)
- WD1 (928x480), WHD1 (928x240), WCIF (464x240
HD1(704x240), CIF (352x240)
NTSC:
- WD1 (928x480), WHD1(928x240), WCIF (464x240)
HD1(704x240), CIF (352x240)
PAL:

- WD1 (928x576), WHD1 (928x288),
- WCIF (464x288), D1 (704x576), HD1 (704x288),
- CIF (352x288)

Video Resource

4 channels @ 6 FPS 720P(AHD), 2 Channels @ 30 FPS 108
(IPC)

4 Channels @ 10 FPS1080P(AHD), 2 Channels 30 FP
1080P(IPC)

On-Screen Display (OSD)

User configurable

Video Streams

Dual Streaming

Audio

Audio Channels

4 analog channels and 2 (4) via IP

Your G4-504HD2aat a Glance
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Output 1 channel
Audio Compression ADPCM
Storage Removable Hard Drive- Up to 2TB HD or SSD
1 SD Card: 32GB, 64GB, 128GB & 256GB
Recording

Record Trigger

Recording Trigger Schedule, alarms, sensor triggers

Pre-Recording

0 to 60 min

Post-Recording

Max 30 min

File Size

15 min of video

Playback

DVR Video Playback

1 channel local up to 6 (8) channels using G4 Viewer Plus

Search Method

Date/Time, channel, event

Network
Ethernet Ethernet RJ 45 port (10 /100M) Optional
Cellular Optional external 3G or 4G cellular module
WiFi 802.11ac 5Ghz external, optional
GPS GPS Location, Speed, Time Sync
Power
Input Input 8V to 36V Ignition
Output 5V @ 500mA
Standby Current <l mA @ 12.6V
Physical
Dimensions 8.5 x 606 x 3.506 (215 mm x 1
Dimensions (incl. Cable Cover) 11.56 x 66 x 3.56 (280 mm x
Weight 4.4 Ibs. (2kg)
Environmental
Operating Temperature -40°F to +158°F £40°C to +70°C)
Operating Humidity Below 90% non-condensing
2.2 G4-504HD2a Front View: Security Door Removed
Figure 2-1 Front View of the G4-504HD2a
Your G4-504HD2aat a Glance 10 of 151
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1. RemovableHard Disk Drive Caddy: This is theremovable Hard Disk Drive Caddy for the DVR. It
utilizes a state-of-the-art suspension systemand smart thermal management technology to
withstand the shocks, vibration and environmental stressesinherent in vehicle operation.

2. LED Status IndicatorsStatus indicator lights which light up and/or flash to alert the user to the
deviceds operational status and/or alarm status.

3. SDSIM Card Slot: The SD Cardand/or SIM are installed in this slot. The slot is protected by a
cover which is only removed when the SD/SIM Card needs to be accessed.

4. USB Port; Supports external USB flash drives which can be used for saving/uploading
configuration files, updating system firmware and downloading of recorded video/event files.

HARDWARE
RECORDING ERROR NETWORK

POWER VIDEO ALARM
LOSS

Figure 2-2 Close Up View of the G4-504HD2a Status Indicator Lights

LED Description

REC RECORDINGHIuminated BLUEindicates that the device is recording.

ERR HARDWARE ERRORtuminated / flashing BLUEindicates a physical
hardware error.

LAN NETWORKIlluminated BLUEindicates network when connected to a server.
(Note: TheLAN LED status light is currently not supported)

PWR POWER:Illluminated REDindicates the device is powered.

VLOSS VIDEO LOSSIlluminated REDindicates a loss of video to the device.

ALM ALARM: llluminated / flashing REDindicates that a sensor has triggered an

alarm.

2.3 G4-504HD2a Rear View: Ports & Connectors

Your G4-504HD2aat a Glance 11 of 151
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DFIAW TCITAL 3.0 AMPS

gson / s%

GATEKEEPER® AHD G4-504HD2

2 4 5 7 8 9 11

Figure 2-3 Rear View of the G4-504HD2a

1. Wi-Fi Antenna In:This is the connection point for the Wi -Fi antenna. Currently not used and
this port should be covered with a rubberized cap. (Please speak with your sales
representative for Gatekeeper Wireless Options).

2. GPSAntennaln This is the connection point for
attached, this port should be covered with a rubberized cap.

3. Camera In(part no. CAB000310) Allows for the connection of up to 4 Analog and/or Analog
HD cameras.

4. Serial In(part no. CAB000382) This is the input port for the attached serial connector.

5. Sensor In(part no. CAB000383) This is the input port for the attached sensor connector.
6. USB Port This is the port to use to connect Gatekeeper Systems FireBox.

7. WAN RJ45 Ethernet Cable InUsed to connect the device to an external network (internet).
8. ICD: Allows for video out using an ICD2 for configuration setup.

9. Power(part no. CAB000360) Main power cable for the G4-504HD2a.

10. Digital IP Camera In (part no. CAB000377) Allows for the connection of two Gatekeeper
Systems Digital IP cameras.

11. LAN Cable in Used to connect the device to your computer or internal network.
12. 3G/4G: Cellular connections. Currently not used and both ports should be covered with a

rubberized cap. (Please speak with your sales representative for Gatekeeper Systems cellular
optio ns).

t
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24 What 6s I ncl uded

The following items are included as part of your basic product package.

G4-504HD2a Digital Video Recorder
| (G4-504HD2a Assembly)

AT ' Your new mobile digital video recorder
amm with a state of the art hard disk drive
suspension system and smart thermal

management technology .

Wb

Power Cable

(CAB000360)

This is the vehicle power ignition cable for
powering the DVR and its connected
accessories.

Sensor Cable

(CAB0O00383

This is the sensor cable for connecting the
various sensor inputs to the DVR.

Serial Cable

(CAB000382)

This connects the various addons to the
DVR

Power Line Fuse

Ignition Line Fuse

Camera Connector
(CAB00310)
Video adapter Aviation to Molex

a connector.

Your G4-504HD2aat a Glance 13 of 151
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ﬁ & Fastening Screws
»

Front Cover Key

There are numerous customisable options and accessories which can tailothe product installation to
fit your unique operating environment and requirements.

Please contact Gatekeeper Systems for information on optional download kits and other accessoriesfor
use with your product.

Your G4-504HD2aat a Glance 14 of 151
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3 Getting Started

3.1 Learning How to Navigate

Your G4-504HD2a comes with a simple graphical user interface from which you can access all the
features and functions of the DVR. You can select from a choice of intuitive interface devices with which
to navigate the system. Depending on your product package, your G4-504HD2awill have come bundled
with one of the following accessories for accessing the user interface.

Interactive Control Display
(G4-1CD2 Assy)

Finger Mouse
(FDM-G51)

This is a trackball mouse which enables access to the
DVR functions and menu system through a simple
point-and-click interface.

This interactive control display (ICD2) is a
touchscreen LCD display which allows access to the|
DVR functions and menu system through an
intuitive touch interface.

The DVR menu and navigation actions are displayed
on the accompanying LCD monitor. The DVR screens and menu options are presented

on the ICD2 screen itself, and you will be able to

You will be able to move the on-screen pointer using
the Finger Mouse, and interact with the system by
positioning the pointer over the various on-screen
buttons or options, and clicking the buttons on the
Finger Mouse to perform an action.

interact with the system and perform actions by
touching or tapping the on -screen buttons and
options.

Getting Started
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3.1.1 Using the Finger Mouse

The trackball mouse, together with the accompanying LCD monitor, provides another way to access the
DVR menuand functions using a familiar graphical user interface point-and-click system.

Right Point, click and drag just
Button like a normal mouse.

3

Track Ball

Proper way to hold the
Finger Mouse.

~N

Trigger
Button

Figure 3-1 Side View of the Finger Mouse

A Right Button: When viewing video streams, pressing this button will toggle between showing
and hiding the on -screen quick menu.

A Track Ball: This is a fingeroperated mouse ball which moves the on-screen mouse pointer in
response to the movement of the track ball. This is used to move the pointer to the left and
right as well as up and down in order to pointto a desired button or menu item.

A Trigger Button: Pressing this button will select the screen area, button or menu item that the
on-screen pointer is currently pointed at.

enable you to perform a click-and-drag action. This allows you to interact with moveable
screen options such as slider bar controls, and to reposition moveable text visually and
intuitively.

Pressing and holding the Trigger Button whilst simultaneously moving the Track Ball will
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How to Connect the Finger Mouse and LCD Monitor

CAB000362

Finger Mouse plugs into
the USB port on the
front panel of the DVR

LCD connects to the AV
connector on the rear
of the G4-504HD1a

Figure 3-2 Connecting the Finger Mouse and LCD Monitor
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3.1.2 Using the Interactive Control Display (ICD2)

The ICD2 is a full featured touch display that makes navigating the device menu system veryintuitive.
Besides the touch function, this accessory also has a number of buttons whichact as hotkeys allowing
the user to quickly select and go to different functions.

Touch Screen

Enter Key Exit Key

) OO =)
Do Eeoe

Menu Key Numeric Keypad Arrow Keys

Figure 3-3 Front View of the ICD2

A Touch ScreenA single tap anywhere on the screen (when showing video
streams) will bring up the on -screen quick menu. Another single tap
anywhere on the screen will hide the quick menu again. At all times,
tapping on an on -screenfield, tab or button in the menu system will select
it. Tapping, holding and dragging will also work for sliders and moveable
items 0 allowing you to perform click -and-drag actions.

Dragging

A Menu Key:When viewing video streams, pressing this button will immediately jump to the main
menu screen

Access to the main menu requires that the user is logged into the system with correct
username and password.

A Exit Key Pressing this button will move the user back to the previous screen. If viewing video

streams, then pressing this button will toggle between showing and hiding the on-screen quick
menu (similar to a single tap on the touch screen).
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A Arrow Keys These buttons can be used to move the cursor or menu highlight to the left and
right as well as up and down in order to select a button or menu item .
A Enter Key Pressing this button will select the highlighted menu item (similar to tapping on it) .

A Numeric Keypad These buttons are used for entering numeric input.

9 When viewing video streams, pressing any button (from 1-9) will immediately jump
to the video stream from the corresponding camera. Pressing the button zero (0) will
cycle through the camera channels iteratively.

How to Connect the ICD2

| s —

ICD2 connects to the
Panel port on the rear
of the DVR via CAB000391

(= PiesKealezteclcali =Y o Gt
- O 'onooo eOEE

Figure 3-4 Connecting the ICD2
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3.2 Guide to Common Navigation Actions

The following table provides a summary of commonly used navigation functions .

No. Action Finger Mouse ICD2

1 Navigating through Move the on-screen Use your finger to tap the

the screens. pointer using the Track |desired menu option.
Ball and point to the
desired menu option.

2 Selecting an item on Move the on-screen Tapping on the desired

the screen. pointer until it points to item with your finger will
the desired item, then select it.

Note: Also referred to as |Click the Trigger Button

clicking the item. to select it.

3 Pressing an on-screen |Move the on-screen Tap the on-screen button

button. pointer using the Track |with your finger.
Ball until it is situated

Note: Also referred to as |OVer the on-screen

Clicking the button. bUttOﬂ, then click the
Trigger Button .

4 Entering text into a Move the on-screen Tap on the text field with
selected alphanumeric  |pointer using the Track  |your finger. An on-screen
field. Ball until it is situated keyboard will be

over the text field, then displayed. Use the on
click the Trigger Button . |screen keyboard to type
An on-screen keyboard |the text with your fingers.
will be displayed. Type

your text by moving the

pointer with Track Ball to

each letter and clicking

the Trigger B utton .

5 Entering numbers into Move the on-screen Tap on the numeric field
a selected numeric pointer using the Track |with your finger. An on-
field. Ball until it is situated screen keypad will be

over the numeric field, displayed. Use the on

then click the Trigger screen keypad to type the

Button . An on-screen numbers with your

keypad will be displayed. |fingers.

Type your numbers by

moving the pointer with Alternatively, you may

Track Ball to each digit | 550 use the Numeric

and clicking the Trigger Keypad on the ICD2 to

Button . type the numbers directly,
once the numeric field has
been selected.

Getting Started

20 of 151




G4-504HD2a User Guide

No. Action Finger Mouse ICD2
6 Click and drag an item. |Move the on-screen Tap your finger on the
pointer using the Track |item and continue to
Ball until it is situated hold. Now, without
over the item, then click  |releasing your finger,
and hold the Trigger move it in the direction
Button . you desire. This will drag
the item in the direction
Whilst still holding the ~ |Which you are moving
Trigger Button , now your finger.
simultaneously move the
on-screen pointer using
the Track Ball . This will
drag the item in the
direction which you are
moving the pointer.
7 Go back to previous Not applicable. Use the Press theExit button on
screen. on-screen controls. the ICD2.
8 Display the on -screen |When you are at any live |When you are at any live
quick menu. video view screen, press |video view screen, press
the Right Button on the |the Exit button on the
Note: On-screen quick Finger Mouse to toggle ICD2 to toggle between
menu is only accessible between displaying and |displaying and hiding the
from the live video view |hiding the on -screen on-screen quick menu.
screens. quick menu.
Note that at any other
screen, the Exit button
returns you to the
previous screen.
9 Jump to the main Not applicable. Use the Press theMenu button on
menu. on-screen controls. the ICD2.
10 Jump to a particular Not applicable. Use the  |While viewing video, press
channel. on-screen controls. any one of the numbered
buttons (from 1 to 9) on
the numeric keypad of the
ICD2, or double tap the
channel on the screen to
switch to the
corresponding channel.
11 Cycle to the next Not applicable. Use the Press the( 0) button on
channel. on-screen controls. the numeric keypad of the
ICD2.

Getting Started
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No. Action Finger Mouse ICD2
12 Playback controls for When you are viewing When you are viewing
video. video playback, press the |video playback, tap
Right Button to anywhere on the screen
display/hide the on - to display/hide the on -
screen video playback screen video playback
controls. controls.

You may then use the on- | You may then use the on-
screen controls to adjust |screen controls to adjust
the video playback. the video playback.

3.3 The G4-504HD2a Startup Screen Layout

Upon startup, the screen of the G4-504HD2awill display the live video streams from the various cameras
attached to the DVR. Users can select and configure how many video channels to be displayed on the
screen for monitoring purposes. The screen also serves as an interface into the menu system of the DVR
where users can playback recorded video, and access the configuration menu to change the device
configuration settings.

The screen layout will stay the same regardless of whether an ICD2 is beng used, or an LCD monitor is
being used along with a Finger Mouse. This ensures that the user always has a familiar interface and
consistent methodology to interact with the menu system and device functions.

Live Video ol m.ﬁu EYOETRION 06:20:27 AN
From ‘
Cameras

System
Information

Main
Menu
Playback System

Single Camera
On-screen View

| S Playback
g i —-—-‘{--- —---5---» ----6---- Function

4 Camera 9 Camera
On-screen View On-screen View

Figure 3-5 G4-504HD2a Startup Screen
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A Live Video From CamerasBy default upon system startup, the screen will display live video from
the camera attached to channel one in single camera full onscreen view. Clicking anywhere on
the video screen will bring up the on -screen quick menu where the user can select from several
different display options.

A Single Camera Onscreen View:This view displays the video stream from a single camera on the
entire screen.

A 4 Camera On-screen ViewThis view splits the screen into four sections(using a 2x2 grid layout),
and displays the video streams from four cameras simultaneously on the screen.

A 9 Camera On-screen ViewThis view splits the screen into nine sections (using a 3x3 grid layout),
and displays the video streams from nine cameras simultaneously on the screen.

A System Information This displays the system information screen where the user can viewarious
device information such as version information, active modules, server status, environment data,

and storage size.

A Main Menu: This opens up the main menu screen. This function requires the user to be logged
in. If the user is not logged in yet, the system will display the login screen.

A Playback Function:This opens up the recorded video playback screen. This function requires the
user to be logged in. If the user is not logged in yet, the system will display the login screen.

3.4 Viewing Live Video
Single Camera On -screen View

A When the screen is in Single Camera Onscreen View mode, camera from a single camera
channel will be shown on the entire screen.

A In order to select a specific camera for viewing pressthe corresponding view on the ICD2to
immediately jump to that channel and display the video stream from the corresponding camera.

A You can also cycle through the channels iteratively by pressing the zeroKey [0] on the ICD2

Figure 3-6 Cycling through the Video Channels in Single View

4 Camera On-screen View
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A In4 Camera Onscreen View mode, the screen is split into four sections (using a 2x2 grid layout)
and video from four cameras is simultaneously shown on the screen.

A With the Finger Mouse or the ICD2, you could also click on any video stream on the (2x2) grid
display to immediately jump to that channel and display the video from the corresponding
camera. This will switch the displayto Single Camera On-screen View to display the video from
the selected camera.

A You can cycle through the available channels iteratively in (2x2) grid display mode by pressing
the zero key [0] on the ICD2

3

A

Figure 3-7 Cycling through the Video Channelsin  Quad View

9 Camera On-screen View

A In9 Camera Onscreen View mode, the screen is split into nine sections (using a 3x3 grid layout)
and video from all available cameras is simultaneously shown on the screen.

A In order to select a specific camera for viewing, you may press any of the keys 1-9] on the ICD2
to immediately jump to that channel and display the video stream from the corresponding
camera. This will switch the display to Single Camera Onrscreen View to display the video from
the selected camera.

A Alternatively, with the Finger Mou se or the ICD2,you could also click on any video stream on
the (3x3) grid display to immediately jump to that channel and display the video from the
corresponding camera. This will switch the display to Single Camera Onscreen View to display
the video from the selected camera.

A You can cycle through the available channels iteratively in (3x3) grid display mode by pressing
the zero key [0] on the ICD2

Notes
A Channels which do not have cameras configured on them will just show a black display.

A Any channel which is configured with a camera, but is not receiving any video signal @
from that camera will show a Video Loss message on the screen.
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No Cameras Configured
On Channels4 and 5

Figure 3-8 Example of Video Loss

3.5 Quick View of System Status Information

Selecting the System Information button on the on -screen quick menu will display the system
information screen where the user can view various device information such as version information,
active modules, server status, envirooment data, and storage size.

e S 2

MO 8| =8| & |[ B

Single Quad 9-Split Playback System

System Information

Figure 3-9 System Information Function on Quick Menu

This System Information function is a quick and easy way to access and view all the important
E information aboutyour devi ceds st at us fromwork centmaindcdtianultcantbe o n

accessed directly from the on-screen quick menu without the need to log in.

The following is a list of some of the device information which can be viewed by the user from the
System hformation function .
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1. Version

o 2015-09-09 System

Device name

|| Version info
|

l mfk‘ Device id

Serlal Num
00:18:F5:19:£7:04
T15061150
X5-M-STM32-MCU-T15061001
CP4-M-5TM8-MCU-T410302

2. Modules - WiFi
(Not supported by Gatekeeper)

2015-09-09 System

WIF Location

Buikt-in WIF) status WIF) disabled
signal <

3. Modules - Location
(Not supported by Gatekeeper)

2015-09-09 System
WIF Location

Planet Location status  49.2.66020 N, 122.21.72873 W
Location source GPS

Location plant number 12
Location angle My
OMPH

Getting Started

This screen shows a summary of the various
device hardware identification numbers, and
also the version numbers of the firmware that is
running on the device.

The information shown is as follows:

A Device Name

Device ID

Serial Number

MAC Addressd this isthe DVR LAN MAC
Firmware Version

MCU Version

CP3/4 Versiond this is the ICD firmware

> > > > > >

This screen shows a summary ofthe WiFi
connection status of the device. This includes
information on whether WiFi is enabled, the
signal strength, connection point, and the IP
address of the device.

The information shown is as follows:
A Built-in WiFi Status

Signal Strength

IP Address

External WiFi Status

ESSID

IP Address

> > > > > >

This screen shows the GPS data giving the
current device location (in terms of GPS
coordinates), source of the location data, as well
as some additional details such as the location
triangulation data and current speed.

The information shown is as follows:
A Planet Location Status
Location Source

Location Plant Number
Location Angle

Speed

> > > > >
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Getting Started

4. Server Status

5. Environment

6. Storage

This screen shows the details of the Centel
Server that the device is setup for connection to
(summarising the connection status and type, as
well as the connection address and port
number).

Note: These settings are only applicable when th
device issetup for a network connection within a
Gatekeeper Wireless Configuration.

The information shown is as follows:
A Server Status

Network Type

Protocol Type

Server Address

Port

> > > > >

You can click the(”) and (v) buttons to scroll
through the status information for different
servers which are set up in the system.

This screen  summarises the curren
environmental conditions of the device. It shows
the operating voltage, device temperature in
Cel sius, and whether t
management system is currently active.

The information shown is as follows:
A Voltage
A Device Temperature {C)
A HDD Heater Status

This screen lists the storage devices which are
currently attached to the device. It also indicates
whether the device is currently recording to the
listed storage devices, their total storage
capacity, as well as remainder capacity ir
storage space as wel as estimated recording
time.

The information shown is as follows:
A Storage Type

Status

Free/Total

Remain Time

> > > >
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